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Analiza ruchu sieciowego M!DGE/Wireshark, sprawdzanie portu komunikacyjnego.

W routerach MIDGE/MG102i mamy do dyspozycji bardzo ciekawa funkcje stuzgcg do analizy ruchu w sieci. Narzedzie tcpdump. Generuje ono
pliki PCAP (przechwytywania sieci) ktére mozemy podzniej analizowac programem Wireshark (http://www.wireshark.org/).
Dokumentacja do programu dostepna http://www.wireshark.org/docs/wsug_html_chunked/

W ponizszym przyktadzie przedstawie opis rozwigzania problemu u naszego klienta. Router MIDGE dostarcza Internet, za routerem znajduje sie
drugi router CISCO obstugujgcy zabezpieczong sie¢ VPN. Za routerem CISCO znajdujg sie urzgdzenia sieciowe. Problemem byt brak informacji ze
strony klienta na jakich portach pracuje VPN i CISCO. Rozwigzaniem byto przekierowanie catego ruchu sieciowego z MIDGE na CISO, jednak
pozbawiato nas to mozliwosci kontroli i konfiguracji routera MIDGE, np. uruchomienia dodatkowych ustug diagnostycznych dla Klienta.
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Rys.: Konfiguracja sieci u klienta
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MIDGE €™ RACOM

HOME | INTERFACES | ROUTING | FIREVYALL | VPN | SERVICES | SYSTEM | LOGOUT

System
Settings
Tirne & Region ping traceroute tcpoump
System Information
Restart

Network Debugging

The tcpdump utility generates a network capture (PCAP) of an interface which can be later analyzed with

Authentication Wireshark.
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Manual File
Configuration

Automatic File
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Treubkleshooting
Metwark Debugging
System Debugging
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Rys.: Wybdr interfejsu do skanowania

Analize ruchu mozemy przeprowadzac na interfejsach (interface) WWAN, LANTi LAN2. Aby zmniejszyc¢ ilos¢ danych mozemy wykluczyc
(exclude) nie interesujgce nas protokoty np. http, https, telnet, ssh. W przypadku naszego klienta monitorowalismy ruch na interfejsie LANT.

Po wybraniu interfejsu ktory chcemy obserwowac klikamy na start.
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MIDGE €™ RACOM

HOME | INTERFACES | ROUTING | FIREVWALL | VPN | SERVICES | SYSTEM | LOGOUT

Systerm )
Settings Network Debugging
Time & Region ping traceroute tepdump darkstat
System Information
Restart
Authentication tepduwp: listening on wwanl, link-type LINUX SIT [Linux cooked), capture size 1500 by

Authentication
User Accounts
Remate Authentication

Captured 20 packets

Software Update
Manual Software
Update
Automatic Software
Update

Configuration

Manual File
Configuration

Autamatic File
Configuration ﬂl
Factory Configuration

Troubleshooting
Netwark Debugging
System Debugging
Tech Support

Keys & Certificates

Licensing

Rys.: Capture
Powinnismy zobaczy¢ ponizsze informacje:
tcpdump: listening on wwanO, link-type LINUX_SLL (Linus cooked), capture size 1500 bytes

Captured 221 packets
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MIDGE ™ RACOM

HOME | INTERFACES | ROUTING | FIREWALL | WPM | SERVICES | 8YSTEM | LOGOUT

System
Settings
Tirme & Region ping ute tcpdump
System Information
Restart

Network Debugging

Authentication tepduwp: listening on wwanO, link-type LINUX SLL (Linux cooked), capture size 1500 by

Authentication
User Accounts
Remate Authentication

499 packets received by filter
0 packets dropped by kernel

Saoftware Update Captured 499 packets

Manual Software
Update

Autormatic Software
Undate
Configuration

anual File
Configuration

Autarnatic File
Configuration Fun again Download
Factory Configuration
Troubleshooting
MNetwork Debugying
System Debugging
Tech Suppart
Keys & Certificates

Licensing

Rys.: Download

Jesli liczba przechwyconych pakietéw nam odpowiada klikamy na stop, mozemy teraz klikng¢ na download i pobrac plik przechwytywania, ma
0 nazwe ,tcpdump.pcap”
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MIDGE €™ R_RACOM

HOWE | INTERFACES | ROUTING | FIREVALL | VPN | SERVICES | SYSTEM | LOGOUT

System N
Settings Network Debugging
Time & Region traceroute tepdurnp darkstat
System Information
Restart
ALthentication tepdump: listening on wwan0, link-type LINUZ_SIL (Linux cooked), capbure size 1500 by

N 301 packets received by Eilter
Awthentication

0 kets di d by ki i
User Accounts LRSI CLRppes By s

Remote Authentication

Software Update captured 300 packets
Manual Software
Update
Automatc Safiware x|
Update
Rozpoczgta pobieranie pliku;
Configuration " tcpdump.pcap
Manual File Typ pliku: Wireshark capture file (76,4 KE)
Configuration Adres: hetpify om0
Aut tic Fil
Contguration” _Punagain | _Dewniosd | (e ———
Factory Configuration = [Gtidrz za pomacy, | Wireshark (domysing) |
" Zapisz plik.

Troubleshooting
Metwork Debugging ™| Zapamietaj e decyzie dia wezystkich plikéw bamm bymi;
System Debugging
Tech Support

oK Al
Keys & Certificates - )

Licensing

Rys.: Zapisywanie pliku do wireshark

Taki plik mozemy otworzyc¢ programem Wireshark i przystgpic¢ do analizy. Dostepne informacje ktore podaje nam program to: numer, czas,
zrodto pakietu, cel pakietu, protokot, dtugosc i opis:

1 0.00000041.61.144.231 25.50116.222 TCP 1276 [TCP segment of a reassembled PDU]

Po Kkliknieciu na wybrang pozycje dodatkowo mozemy sprawdzi¢ np. port komunikacyjny na jakim odbywa sie transmisja. Port zaréwno

77

zrodtowy jak i docelowy np.:

User Datagram Protocol, Src Port: ipsec-nat-t (4500), Dst Port: ipsec-nat-t (4500)
User Datagram Protocol, Src Port: isakmp (500), Dst Port: 53471 (53471)
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£ tecpdump z odpalonym cisco ypn.pcap [Wireshark 1.10.5 (S¥N Rey 54262 from /trunk-1.10)] _|E' 5[

File Edit Wew Go Capture Analyze  Statistics  Telephony  Tools  Internals  Help

oo dmd BrxX AacwaTi(OEIAaAR | IEN % B

Filker: I j Expression... Clear  Apply  Save
No. [Time: |source [Destination |Protocol lLength _[info -
1 0.000000 1592.168.200.2 192.168.200. ISAKMP 458 Aggressive
2 1.206448 152.168.200.1 192.168.200. ISAKMP 138 Informational
3 1.209195 192.168.200.2 192.168.200. ISAKMP 138 Informational
4 2.956436  102.168.200.1 192.168.200. ISAKMP 47 MAT Keepalive
5 6.166672 1592.168.200.1 192.168.200.

uDP 58 Source port: 53470 Destination port: 562515
Tin ble ¢ L un|

7 6.196619 192.168.200.1 192.168.200. ISAKMP 910 Aggressive

B8 6.222058 152.168.200.2 192.168.200. ISAKMP 458 Aggressive

9 6.366444  192.168.200.1 192.168.200. TSAKMP 138 Informational
10 6.369362  152.168.200.2 192.168.200. ISAKMP 138 Informational
11 10.000244 192 2 ISAKMP 458 Aggressive

0 |
13 11. 579147 192.168.200.2 192.168.200.1 ISAKMP 138 tnformational
14 12.496430 152.168.200.1 192.168.200.2 ISARMP 47 MAT Keepalive
15 14. 926418 192.168.200.1 192.168.200.2 ESP 142 ESP (SPI=0xBel033200
16 14.828001 152.168.200.2 192.168.200.1 ESP 126 ESP (SPI=0xZd4b8h273
17 15.796424 192.168.200.1 192.168.200.2 ESP 118 ESP (SPI=0xBel033200
18 15.798086 152.168.200.2 192.168.200.1 ESP 174 ESP (SPI=0xZ2d4b8h273
19 16.220409 192.168.200.2 192.168.200.1 ISAKMP 458 Aggressive
20 16. 776463 182.168.200.1 192.168.200.2 ESP 126 ESP (SPI=0xB8el033200
21 16. 778064 152.168.200.2 192.168.200.1 ESP 142 ESP (SPI=0x2d4b8h270
22 16.798065 152.168.200.2 192.168.200.1 ESP 126 ESP (SPI=0xZd4hbB8b27]
23 19, 0066GE7 152.168.200.1 192.168.200.2 ESP 118 ESP (SPI=0x821033200
24 19, 230423 15:.168.200.1 192.168.200.2 ESP 134 ESP (SPI=0xB8el033200
25 19.237524 152.168.200.2 192.168.200.1 ESP 134 ESP (SPI=0x2d4b8ha7)
26 20.000476 152.168.200.2 192.168.200.1 ISARMP 458 Aggressive
4 27 20.076707 152.168.200.1 1592.168.200.2 ESP 126 ESP (SPI=0x8el033200 _lj
A »

@ Frame 12: 138 bytes on wire (1104 bits), 138 bytes captured (1104 bits)

Ethernet II, sSrc: RacomsSRO_FF:c9:00 (00:02:a9:FF:c9:00), Dst: Cisco_93:72:2b (c0:8c:60:93:72:2h)
Internet Protocol version 4, src: 192.168.200.1 (192.168.200.10, Dst: 152.168.200.2 (192.168.200.2)
User Datagram Protocol, Src Port: ipsec-nat-t (45000, Dst Port: ipsec-nat-t (45000

upp Encapsulation of IPsec Packets
E Internet Security Association and Key Management Protocol

Packets: 62 * Displayed: Profile: Default

Rys.: Wireshark analiza
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£ tcpdump z odpalonym cisco vpn.pcap [Wireshark 1.10.5 (SYN Rev 54262 from

RIS

File Edt Yiew Go Capture Analyze Statistics Telephony Tools Intemals Help
o ims maRB| AacesaTiEEaaan BDB %3
Filter: I j Expression... Clear  Apply  Save
Ho. |Time |source |Destingtion |pratocal |Length_linfo =
1 0.000000 192. o2 192.168. ISAKMP 458 Aggressive
21.206448  192. .1 1%2.168. ISAKMP 138 Informational
31.2091%5 192. .2 192.168. ISAKMP 138 Informational
4 2.956436 182, ok 192.168. ISAKMP 47 NaT keepalive
5 5.166672 192 1 192.168 UDP 58 Source port: %3470 Destination port: 62515
8 0.222008 1082.168.200.2 152.168.200.1 ISAKMP 458 Aggressive
S 6.366444 192.168.200.1 192.168.200.2 ISAKMP 138 Informational
10 6.3693592 192.168.200.2 192.168.200.1 ISAKMP 138 Informational
11 10. 000244 152.168.200.2 1%2.168.200.1 ISAKMP 458 aggressive
12 11.576440 152.168.200.1 192.168.200.2 ISAKMP 138 1nformational et
13 11.579147 192.168.200.2 192.168.200.1 ISAKMP 138 Informational
14 12.4096439 192.168.200.1 192.168.200.2 ISAKMP 47 NAT keepalive
15 14.526418 152.168.200.1 152.168.200.2 ESP 142 ESP (SPI=0xB8el03320]
16 14.528011 152.168.200.2 152.168.200.1 ESP 126 ESP (SPI=0x2c4h8b27)
17 15.796424 192.168.200.1 192.168.200.2 ESP 118 ESP (SPI=0xBel03320)
158 15. 798086 192.168.200.2 192.168.200.1 ESP 174 ESP (SPI=0x2d4hb3b27]
19 16.220400 152.168.200.2 152.168.200.1 ISAKMP 458 aggressive
20 16, 776463 182.168.200.1 192.168.200.2 ESP 126 ESP (SPI=0x8el03320)
21 16, 778064 192.168.200.2 192.168.200.1 ESF 142 ESP (SPI=0x2d4b8b27)
22 16.799065 152.168.200.2 192.168.200.1 ESP 126 ESP (SPI=0x2cd4hb3b27]
23 19. 006687 192.168.200.1 152.168.200.2 ESP 118 ESP (SPI=0x8el03320]
24 19, 236422 1892.168.200.1 192.168.200.2 ESP 134 ESP (SPI=0x8el03320)
25 19, 237924 192.168.200.2 192.168.200.1 ESF 134 ESP (SPI=0x2d4b8b27)
26 20.000476 15%2.168.200.2 192.168.200.1 ISAKMP 458 aggressive
27 20. 076707 152.168.200.1 1%2.168.200.2 ESP 126 ESP (SPI=0x8e103320)

EEEEE =

100 (00:02:a8:7F:c9:00),
192.168.200.1 (15%2.168.200.17,

Frame 7: 910 bytes on wire (7280 bits), 910 hytes captured (7280 hits)
Ethernet II, Src: RacomsRoO_ff:c9
Internet Protocol version 4, src:
User Datagram Protocol, Src Port:

53471 (534710, Dst Port: isakmp (5000

Internet Security Association and Key Management Protocol

Dst: Cisco_93:72:2b (c0:8c:60:93:72:2h)
Dst: 152.168.200.2 (192.168.200.2)

AREA A

A1 An A0 AT

an

@ t’ﬂ File: "\\MATRIz|RedirectedFolder sijbatycki\Desk... ‘Packets: 62 * Displayed:
L

62 (100,0%) * Load time: 0:00, 190

Frofile: Default

Rys.: Wireshark analiza cd.
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Dzieki powyzszej analizie ustalismy ze porty ktdre nalezy przekierowac to: 500 14500
ponizej przyktad przekierowania ruchu z WAN na odpowiednie IP w LAN.

MIDGE ™ RACOM

HOME | INTERFACES | ROUTING | FIREWALL | /PN | SERVICES | 5YSTEM | LOGOUT

Firewall NAPT Rules Inbound
Administration
Groups This menu can be used to configure netwark addressipart translation rules for inhound packets.
Fules Description Interface Target Redirect to
NAPT CISCO VPR WYAR UDP parts 500-500 192.168.200.2 B [E
Administration N
Inbound RUes CISCOWPMN2Z WA TCP ports 500-500 192.1658.200.2 = E
Qutbound Rules CISCO WPMN3 WYAN UDP parts 4500-4500 192.168.200.2 B [E
CISCO WPMN4 WA TCP ports 4500-4500 192.168.200.2 B [E
+

Clear I

Rys.: Przyktadowe przekierowanie portéw
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